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AYLESBURY GRAMMAR SCHOOL 

 

STAFF ICT ACCEPTABLE USE POLICY 
 

 
 
This policy (including the appendices – ‘Social Media Acceptable Use for Staff’ and ‘Email 
Protocols for Staff’ ) forms part of the AGS staff code of conduct to be signed by all members of 
staff annually at the start of the Autumn Term or for new staff, the commencement of their 
employment at Aylesbury Grammar School, whichever is sooner. 
 
1. Introduction 

 
1.1 All staff have a professional duty to use school ICT systems in a responsible way, to ensure that 

there is no risk to personal safety or to the safety and security of the ICT systems and other users. 
This professional duty also extends to recognising the value ICT for enhancing learning and 
ensuring that students receive wider opportunities including knowledge and understanding of the 
safe use of ICT equipment and systems and appropriate guidance with regards to acceptable e-
safety practices.  

 
 
2. For their professional and personal safety all staff should: 

 
2.1 Understand that Aylesbury Grammar School may monitor use of the ICT systems, email and other 

digital communications. Where abuse is suspected, the school may conduct a more detailed 
investigation. 

2.2 Understand that the rules set out in this agreement also apply to use of school ICT systems (eg 
laptops/chromebooks, email, Google classroom etc) out of school, and to the transfer of personal 
data (digital or paper based) out of school. 

2.3 Understand that the school ICT systems and devices are primarily intended for educational use 
and that any use of the systems for personal or recreational activity must be within the policies 
and rules set out by the school 

2.4 Not disclose usernames or passwords to anyone else, or try to use any other person’s username 
and password. Usernames and passwords should not be written down or stored where it is 
possible that someone may steal it. 

2.5 Report immediately any illegal, inappropriate or harmful material/incidents to the appropriate 
person.   

2.6 Ensure that if a device will be unattended for a while it should not be left ‘logged on’ or unlocked 
to prevent unauthorised access. 

 
 
3. To maintain professional standards in communications and actions, when using the  

school’s ICT systems all staff should: 

3.1 Not allow other people to use their account(s). 
3.2 Always communicate with others in a professional manner, without use of aggressive or 

inappropriate language, appreciating that others may have different opinions. 
3.3 Ensure that when taking and/or publishing images of others this is done with their permission and 

in accordance with the school’s policy on the use of digital/video images. Personal 
devices/equipment should not be used to record these images, unless permission has been 
granted by the school to do so. Where these images are published in a public setting (eg on the 
school website/social media platforms) it should not be possible to identify by name, or other 
personal information, those who are featured.  

3.4 Only use social media and networking sites in school appropriately. 
3.5 Only communicate with students and parents / carers using official school systems. Any such 

communication will be professional in tone and manner. 
3.6 Not engage in any online activity that may compromise their professional responsibilities. 
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4. The school has the responsibility to provide safe and secure access to technologies and  

ensure the smooth running of school systems. Consequently all staff should: 

 

4.1 When using personal mobile devices (Tablets / laptops / mobile phones / encrypted USB devices 
etc.) in school, follow the rules set out in this agreement, in the same way as if they were using 
school equipment. Any additional rules set by Aylesbury Grammar School about such use should 
also be followed. 

4.2 Ensure that any such devices are protected by up to date anti-virus software and are free from 
viruses, and if unsure, speak to the ICT team. 

4.3 Not open any hyperlinks in emails or any attachments to emails, unless the source is known and 
trusted, or if there are any concerns about the validity of the email (due to the risk of the attachment 
containing viruses or other harmful programmes) 

4.4 Ensure that data is regularly backed up to the cloud, or appropriate hard/USB drive.  
4.5 Not try to upload, download or access any materials which are illegal (child sexual abuse images, 

criminally racist material, adult pornography covered by the Obscene Publications Act), 
inappropriate or may cause harm or distress to others. No additional programmes or software that 
might allow staff to bypass the filtering / security systems in place to prevent access to such 
materials should be used. 

4.6 Not download, access or install illegal software on to a school owned machine 
4.7 Not install or attempt to install malicious (eg; Spamming, Peer to Peer/torrenting) programmes of 

any type on a machine.  
4.8 Not use school facilities to access online gambling sites. 
4.9 Not disable or cause any damage to school / academy equipment, or the equipment belonging to 

others. 
4.10 Understand that data protection policies require that any staff or student data will be kept private 

and confidential, except when it is deemed necessary by law or by school policy to disclose such 
information to an appropriate authority.  

4.11 Report immediately any damage or faults involving equipment or software, however this may have 
happened. 

 
5. When using the internet in a professional capacity or for school sanctioned personal use  

all staff should: 

 
5.1 Ensure that appropriate permission has been granted to use the original work of others in staff 

work. 
5.2 Not upload, download or distribute copies (including music and videos) of work that is protected 

by copyright. 
 
 
6. In understanding responsibilities for actions in and out of school all staff should: 

 
6.1 Understand that this Acceptable Use Policy applies not only to work and use of ICT equipment in 

school, but also applies to use of school ICT systems and equipment off the premises and use of 
personal equipment on the premises or in situations related to my employment by the school. 

6.2 Understand that failure to comply with this Acceptable Use Policy Agreement could lead to 
disciplinary action including:  Formal warning, suspension, referral to Governors, and in the event 
of illegal activities the involvement of the police. 

 
7. Monitoring and Reviewing 
 
7.1 This policy is reviewed and approved annually by the school’s Governing Body. 
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APPENDIX 1 
 

SOCIAL MEDIA - ACCEPTABLE USE FOR STAFF 
 

1. Introduction 
 
1.1 For the purposes of this policy, social media is defined as interactive online media that allow 

parties to communicate instantly with one another or share information in a public forum. Examples 
include Twitter, Facebook and LinkedIn. Social media may also include blogs and video and image 
sharing websites such as WordPress, Instagram, snapchat, YouTube and Flickr. Staff should be 
aware that there are many more examples of social media and this is a constantly developing area 
of communication.  

 
1.2 All school employees should adhere to these policy guidelines in relation to any social media that 

they use, in relation to the undertaking of their professional duties and in relation to how the 
implications of their personal online activity may impact on their professional life. 

 
1.3 Except where more specific applications are given, this policy applies to teachers, 

associate/support staff, governors and all who work on the school site, including volunteers, where 
their work brings them into contact with the students. 

 
 
2. It sets out to: 

 
• Assist those working with students to work online safely and responsibly, to monitor their own 

standards of behaviour and to prevent the abuse of their position of trust with students 
 

• Offer a code of practice and a programme of training relevant to their online activities that 
includes social media for educational, personal and recreational use 

 

• Advise that in the event of unsafe and/or unacceptable behaviour disciplinary or legal action 
(including gross misconduct leading to dismissal) will be taken if necessary in order to support 
safer working practice 

 

• Minimise the risk of malicious allegations against staff and others who have contact with 

students and takes into account the variety of legislation appropriate to this policy 

 
3. Use of Social Media & Online Activity of Staff in School 

 
3.1 Staff should not access personal social media accounts/sites via the school’s computers/devices 

at any time unless authorised to do so by a member of the senior leadership team. 
 
3.2 They may use their own computers or other devices while they are in the school to access social 

media sites or engage in other online activity but only outside of their classroom lesson times. 
Excessive use of social media which could be considered to interfere with productivity will be 
considered a disciplinary matter. 

 
3.3 However, the use of Social Media in a professional capacity and in an educational context is 

acceptable. In fact, the innovative use of new technologies in the classroom, such as social 

media, is to be encouraged provided certain safeguards are taken. 

 
4. Any staff using self-created social media sites in a professional capacity MUST: 

 

• Be responsible for the monitoring all content, throughout the site 

• Be responsible for removing any inappropriate content 
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• Be responsible for restricting the membership of the site members 

• Ensure that the site is private and cannot be accessed by anyone else, other than the 

intended members without invitation 

 
5. Staff use of school social media accounts 

 

Any staff using any social media sites for school-based purposes MUST NOT: 

 

• Invite or allow any students to join groups on platforms where they (students) are under the 
recommended age range https://www.saferinternet.org.uk/blog/age-restrictions-social-media-
services  

• Bring the school into disrepute 

• Breach confidentiality 

• Breach copyrights of any kind 

• Bully, harass or be discriminatory in any way 

• Be defamatory or derogatory 

• Include personal beliefs (e.g. political) which could exploit students’ vulnerability or might 

lead them to break the law – See Teachers’ Standards Framework 

6. Online safety & Students Working Online* 

 
6.1 Ensuring that students are safe when working online, either in lessons or at home, is a priority for 

all teaching and associate staff at Aylesbury Grammar School. This is to be achieved not by 
‘locking down’ access to the internet but by making students aware of the risks the web may 
contain so that they can make informed judgements for their own safety, for themselves. 

 
6.2 Ofsted categorises e-safety into 3 areas of risk:  
 

• Content – being exposed to illegal, inappropriate or harmful material.  
• Contact – being subjected to harmful online interaction with other users.  
• Conduct – personal online behaviour that increases the likelihood of harm. 

 
7. To keep themselves safe online, both in school and at home, students should be encouraged 

to: 
 

• Use those websites recommended by the teacher initially and be wary of unfamiliar links 

• Consider who created a website and possible bias within information 

• Email only people they know and to exercise caution before opening an email sent by 
someone they don’t know 

• Use Internet chat rooms, websites, instant messaging, etc. with caution and know how to 
block and report unwanted users 

• Not use their real name when using games or websites on the Internet, (create a nick name) 

• Never give out any personal information about themselves, friends or family online including 
home address, phone or mobile number 

• Never email your school name or a picture in school uniform (even to a friend) 

• Never arrange to meet anyone alone, and always tell an adult first and meet in a public place 

• Only use a webcam with people they know 

• Tell an adult they trust immediately if they encounter anything they are unhappy with 
• Report concerns to the Child Exploitation & Online Protection Centre (CEOP) 

• Avoid using websites they feel they could not tell you about 

• Be aware comments they make on Blogs and Wikis can be viewed by others 

*For more detailed information on online safety please see the separate AGS Online Safety Policy 

 
 
 

https://www.saferinternet.org.uk/blog/age-restrictions-social-media-services
https://www.saferinternet.org.uk/blog/age-restrictions-social-media-services
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/665522/Teachers_standard_information.pdf
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8. Use of personal social media & online activity outside school 
 
8.1 Personal social media accounts should not be used for school purposes (and vice versa)  

 

8.2 The school appreciates that people will make use of social media in a personal capacity but they 

must be aware that if they are recognised from their profile as being associated with the school 

then certain opinions expressed could be considered to damage the reputation of the school. 

 

8.3 A statement such as “the opinions expressed here do not necessarily reflect those of my 

employer” should be clearly stated and it is also recommended to omit any references 

mentioning the school by name or the person by job title. Opinions should, in any case follow the 

guidelines above to not bring the school into disrepute, breach confidentiality, breach copyrights 

or bully, harass or discriminate in any way. 

 

9. General Considerations for staff (both in and out of School) 

9.1 When using social media teaching and associate staff should: 
 

• Never share work log-in details or passwords 

• Keep personal phone numbers private 

• Not give personal email addresses to pupils or parents 

• Restrict access to certain groups of people on their social media sites and pages. 

 

9.2 Those working with children have a duty of care and therefore are expected to adopt high 
standards of behaviour to retain the confidence and respect of colleagues and pupils both within 
the school and outside of it. They should maintain appropriate boundaries and manage personal 
information effectively so that it cannot be misused by third parties for ‘cyber bullying’ for example 
or possibly identity theft.  

 
9.3 Staff should not make ‘friends’ of students at the school as this could potentially be construed as 

‘grooming’, nor should they accept invitations to become a ‘friend’ of any students. Prior to joining 
the school new employees should check any information they have placed on social media sites 
and remove any statements that might cause embarrassment or offence. 

 
9.4 Staff should use personal mobile phones to contact students only as a last resort or in cases 

where safeguarding is an issue, such as on school visits etc. Staff should keep any 
communications transparent and on a professional basis by only using the school email 
addresses, not their personal account. Where there is any doubt about whether communication 
between a student/parent/carer and member of staff is acceptable and appropriate a member of 
the senior leadership team should be made aware and will decide how to deal with the situation. 
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APPENDIX 2   

EMAIL PROTOCOLS FOR STAFF 
 

1. INTRODUCTION 

1.1  The proliferation of email traffic over the last few years has allowed us to communicate more 
efficiently and effectively. We are entering an even greater period of email use as students now 
have the ability to benefit from this form of communication.  In order to ensure all parties (staff, 
students and parents/carers) find that email use continues to be effective and not too 
burdensome particularly in terms of staff well-being some simple expectations are explained 
below for all to take note of: 

 

2. EMAILS TO & FROM STAFF 

SENDING, READING & RESPONDING TO EMAIL 

 

2.1 Please note: Staff must only ever use their designated AGS email account for all school 
related communications 

During the school day, staff need only read their emails when they are not teaching. Outside of 
the school day staff are free to check and read their email at any time, to suit their preferred 
working pattern with no expectation to read or respond to emails during evenings, weekends or 
school holidays. 

 

2.2 Staff can send emails at times which suit their individual working pattern but as stated above 
there is no expectation for the respondent to read or reply outside of reasonable working hours. 
Emails which arrive in your inbox during evenings, weekends or school holidays should be 
treated as if they have arrived on the next possible working day. All emails concerning 
safeguarding will always require an immediate response. 

 

2.3 If you receive your emails as push notifications on your personal phone or similar device, you 
are strongly encouraged to set the timings to suit your work pattern (see user guide at the end 
of this document) as to not receive notifications during all hours of the day/night. This is to 
encourage a better work-life balance and also to make staff think more carefully about the 
emails they are sending and when they send them.  

 

2.4 In terms of replies to parents (this is explained in more detail later in this document) a two 
working day response time is expected. This may well be a ‘holding’ email if a response 
requires further consideration. (see user guide at the end of this document) 

 

3. EMAIL SIGNATURE 

 

3.1 All school emails should end with the sender’s electronic email signature, including name, job 
title and contact details only, displayed in a typical font (e.g. Arial) and in black only please. 

 

4. COPYING TO ‘ALL STAFF’  

 

4.1 Emails directed to ‘All Staff’ should only be sent by the Headmaster/SLT, the Headmaster’s PA, 
SENDCo or office/ administration staff only. For those staff who need to send group emails 
please do so only to the specific recipients the information is relevant to. It is hoped that this will 
encourage greater ‘intention’ when it comes to email. Use the CC (Carbon Copy) and BCC 
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(Blind Carbon Copy) correctly to keep other people ‘looped in’ depending upon the subject or 
sensitivity of the email with no expectation of a reply from them. 

 

5. EMAILS CONTAINING STUDENT NAMES 

 

5.1 If sending emails regarding specific students (i.e. not whole class groups) please only refer to 
the student via their initials followed by their House group (e.g. John Smith, Ridley 8 would be 
JS – R8) If students within a class group have the same initials, please include their middle 
initial too, available from iSAMS 

 

6. EMAIL PRIORITY SETTINGS 

 

6.1 School emails should only be set to ‘High Priority’ if they concern safeguarding, specific SEND 
information or are of a particularly time-sensitive nature sent by members of the SLT 

 

7. EMAIL ETIQUETTE 

 

7.1 Try to decide if you are sending your email for the purposes of information giving, or some other 
reason. Information-giving is definitely the best use of email - but be careful with any other 
purpose, particularly any that involve emotion! Avoid using email for complaining or venting 
anger/frustration - that is not an appropriate use of the medium. Please do not use email as 
an excuse to avoid a face to face conversation. 

 

Simple email etiquette expectations:  

 

1. Ask yourself if you would say what you have written to the person’s face 
 
2. Humour can also be easily misinterpreted, especially sarcasm, so try to avoid it unless you 

know the recipient very well 
 
3. Try to keep the email as a whole brief, and include a clear subject line as a header so people 

can identify swiftly if and how it is relevant to them 
  
4. Always draft emails before sending; double check everything you write, as errors are harder to 

spot at certain times of the day, or in the heat of the moment 
 
5. Check who you are sending it to before doing so. Bear in mind that the ‘Reply All’ option should 

only be selected if you really need everyone on the distribution list to see your reply. It should be 
used sparingly 

 
6. If you are writing about more than one subject, do so in separate emails or it could prove 

confusing, and messages are more easily missed when embedded in a wide-ranging narrative 
 
7. Make sure that it is clear in your email what the purpose of the email is; do you require specific 

action? or is the email for information only?  
 
8. Any defamatory or abusive emails (which could easily constitute workplace bullying) should not 

be responded to but instead should be referred to your immediate Line Manager for 
consideration. If received from your immediate Line Manager in the first place then please refer 
to their immediate Line Manager. 
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8. EMAILS TO AND FROM STUDENTS: 
 
8.1 Email is a useful and efficient way to send resources to students and to collect work from them 

and this includes contact via Google Classroom which is essentially a pre-arranged email link to 
your students.  Please ensure that you are clear with your students about what is 
appropriate email use and that formal language and acceptable protocols are adhered to. 
Again if you would not say what is in the email to their face (equally important for the student(s) 
contacting you of course) then do not send it. 

 
8.2 Avoid responding to simple, non-urgent student requests via email if these can be more easily 

answered during or after normal lesson time. It is important that students still come and 
speak to their staff if they have an issue, and in some scenarios concerning school work or 
sensitive pastoral issues it may be beneficial to use email.  

 
8.3  Staff should ensure that they are SOLELY using students’ school email addresses. This is for 

their own protection, and if personal addresses are used (except during the UCAS process for 
sixth form for example) this leaves staff vulnerable and thus should be avoided. If an email from 
any student is received that has not been sent from their @ags.bucks.sch.uk account, please 
do not respond to it. Equally, if it is not clear which student has sent the email, do not respond to 
it. 

 
8.4 It may be necessary to contact students via email during the day or even outside normal school 

hours. Please do so if important information needs to be conveyed but not as a regular means 
of sharing information or instructions.  

 
 
9. EMAILS TO AND FROM PARENTS/CARERS: 
 
9.1 Emails to and from parents/carers are inevitable and will be written on a whole host of subjects 

but it is vital that all staff follow the same protocols to ensure that consistency is provided to all 
parents no matter what part of the school their son(s) are in 

 
9.2 It is expected that all parents/carers should receive a response to emails within two working 

days. For example, for an email received on a Friday afternoon a response would not be 
expected before the following Wednesday morning at the latest. This may well initially take the 
form of a ‘holding’ email in order to acknowledge receipt, after which a separate timeframe for 
the full response to their enquiry, via phone or further email can be discussed. 

 
9.3  If a parental email is received which you cannot reasonably respond to (i.e. it has been sent to 

you by mistake or is clearly part of a wider enquiry) please acknowledge receipt via the holding 
response and explain whom you are forwarding the email to for the definitive response – Copy 
that person in at that stage. 

 
9.4 If at all possible, email communication with parents should be as positive as possible. If there is 

any form of bad news to give, communication should be either by phone, or particularly in 
potentially sensitive cases of pastoral care, face to face via a meeting organised specifically to 
address concerns.  

 
9.5 Any defamatory or abusive emails from parents/carers should not be responded to. If such an 

email is received, please consult your immediate Line manager before any response is issued. 
On occasion parents/carers will send emails in the heat of the moment and often on the basis of 
‘one side of the story’ relayed to them by an upset or embarrassed ‘caught-out’ child. Please do 
not take these communications personally – this can be where the two working day response 
time works well in your favour as often the heat of the situation would have died down a little by 
then 

 

 



July 2020 

Dear (Parent/Carer name) 
Many thanks for your email and for bringing this matter to my attention. I will need to gather more 
information before being able to deal with this precisely, so please leave it with me and I will get 
back to you with an update on the situation by (definite date) at the latest. 
Kind regards 
(Your name) 
 

Mr A Teacher 
Head of Psychology 
ateacher@ags.bucks.sch.uk 
01296 484545 ext.501 
 

 

10. User Guides & related information 

 

How to set an out of office reply in Microsoft Outlook 

https://support.microsoft.com/en-gb/kb/290846 

 

How to set an email signature/sign-off in Microsoft Outlook 

https://support.office.com/en-us/article/Create-and-add-a-signature-to-messages-8ee5d4f4-68fd-
464a-a1c1-0e1c80bb27f2 

 

Example email signature/sign-off: 

 

 

 

 

 

Holding email example text 

 

 

 

 

 

 

 

 

Push notifications – iOS (Full user guide link below) 

https://itunes.apple.com/us/book/iphone-user-guide-for-ios-10/id1134772174?mt=11 

 

 

Push notifications – Android (Full user guide link below) 

https://static.googleusercontent.com/media/www.google.com/en/us/help/hc/images/android/androi
d_ug_50/Android-Lollipop-Quick-Start-Guide.pdf?as_qdr=all&safe=active 

 

 

 
 
 
 
 
 
 
 
 

mailto:ateacher@ags.bucks.sch.uk
https://support.microsoft.com/en-gb/kb/290846
https://support.office.com/en-us/article/Create-and-add-a-signature-to-messages-8ee5d4f4-68fd-464a-a1c1-0e1c80bb27f2
https://support.office.com/en-us/article/Create-and-add-a-signature-to-messages-8ee5d4f4-68fd-464a-a1c1-0e1c80bb27f2
https://itunes.apple.com/us/book/iphone-user-guide-for-ios-10/id1134772174?mt=11
https://static.googleusercontent.com/media/www.google.com/en/us/help/hc/images/android/android_ug_50/Android-Lollipop-Quick-Start-Guide.pdf?as_qdr=all&safe=active
https://static.googleusercontent.com/media/www.google.com/en/us/help/hc/images/android/android_ug_50/Android-Lollipop-Quick-Start-Guide.pdf?as_qdr=all&safe=active
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APPENDIX 3 
ONLINE LESSON/MEETING PROTOCOLS 

 

1. Online lessons or meetings should only be used for groups of students except in the following 

agreed circumstances and only following receipt of written consent from a parent/carer: 

 

• Foreign Language teachers conducting speaking exercises where group conversations are 

not conducive to the overall learning or exam preparation 

• Pastoral leaders (SLT, Heads of Year and Heads of House) where a face to face 

conversation is necessary for the positive welfare of the student involved 

 

2. All participants in the online lesson or meeting should be appropriately dressed and sat up. 

Participants should not be located in bedrooms (although for students this may be the only 

suitable place for them to be located, so it is permissible as long as they are appropriately 

dressed and sat up) 

 

3. Online lessons or meetings must be recorded for safeguarding purposes. 

 

4. Students do not have to use their camera if they are reluctant or uncomfortable to do so but they 

should be encouraged to do so. 

 

5. Participants should be situated in front of a plain/neutral wall or background (i.e. with no 

personal information or inappropriate images displayed in the background 

 

 
 

 

 

 

 


